IHamarka «MudopmanuonHas 0e30MaACHOCTD)»

C Kax1bIM I'OZIOM MOJIOZIC’)KH B HHTEPHETE CTAHOBUTHCS OOJIbIIIE, @ IIKOJIBHUKH OJJHH U3 CaMBIX
AKTHBHBIX II0JIb30BaTesel Pynera. Mexay TeM, HOMUMO OIPOMHOI'O KOJIMYECTBA
BO3MOXHOCTEH, HHTEPHET HECET U MPoOIeMbl. DTa namsTKa JOJDKHA IIOMOYb Tebe 6e30MacHo
HaxOJIUTHCS B CETH.

KoMmnbrorepabie BUPYCHI

KoMnbIoTepHbIii BUPYC — 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX POrPAMM, OTIIMYUTEIBHOM
0COOEHHOCTBIO KOTOPOH SIBIISIETCS CHOCOOHOCTH K pa3MHOXKEHHUI0. B tomonHenue k aTomy,
BUPYCBI MOT'YT MIOBPEIUTH WM NOJHOCTbIO YHUUTOXHTD BCe (pailyibl U TaHHBIE,
MOJIKOHTPOJIBHBIE MOJIB30BATENI0, OT UMEHH KOTOPOTo ObLIA 3aITylieHa 3apakeHHast porpamMmma,
a TaKk)Ke MOBPEIUTh WIN AaKE YHUUTOXKHUTH ONEPALIMOHHYIO CUCTEMY CO BCEMH (pailnaMu B
1esnoM. B G0obIIMHCTBE CllydaeB pacIpOCTPAHAIOTCS BUPYCHI Yepe3 WHTEPHET.

MeToabl 3a1IUTHI OT BPEeAOHOCHBIX IIPOrpaMM:

1. Vicnionb3yii COBpEMEHHbIE ONIEPALIMOHHBIE CUCTEMBI, UIMEIOIINE CEPbE3HBIN YPOBEHD 3aIIUTHI
OT BPEJJOHOCHBIX IPOTPAMM;

2. [locTosiHHO ycTaHaBnMBai mayTH (IMQPOBBIE 3aIIATKH, KOTOPBIE aBTOMATUYECKH
YCTaHaBJIMBAIOTCS C LENbI0 JOPaOOTKH IPOrpaMMBbl) U Apyrue oOHOBICHHS CBOEH
OTepanMoHHON cucTeMbl. CkauuBail UX TONBKO ¢ ounmansHoro caiita paspadorunka OC. Ecnu
CYIIECTBYET PEXKHM aBTOMAaTHUECKOTO OOHOBIIEHUS, BKIIIOUYH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE MO/ ITpaBaMu MOJIb30BaTENs, @ HE aJMUHUCTpaTOpa. JTO HE
MO3BOJIMUT OOJIBIIMHCTBY BPEAOHOCHBIX TPOrPaMM MHCTAIIIMPOBATHCS HA TBOEM IIEPCOHAIBHOM
KOMIIBIOTEPE;

4. Vcnionp3yi aHTUBUPYCHBIE IPOIPAMMHBIE TPOYKTHI U3BECTHBIX IIPOU3BOAUTEINEH, C
aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpannyb (pU3HYECKHIA JOCTYH K KOMIIBIOTEPY ISl TOCTOPOHHUX JIMIL;

6. Mcnonb3yil BHEIIHKWE HOCUTEIN UH(DOPMAIINH, TaKue Kak (Iiemnika, TUCK Win (aitn u3
MHTEPHETA, TOJIBKO U3 POBEPEHHBIX UICTOYHHKOB;

7. He oTkphiBail KOMIIbIOTEpHBIE (haiiiibl, TOTyYEHHbIE U3 HEHA/IE)KHBIX UICTOYHHUKOB. Jlaxke Te
(ailsibl, KOTOpbIE MTpUCaT TBOM 3HAKOMBIH. JIydIlle yTouHU y HEro, OTIIPABIISIL JIM OH TeOe uX.

Ceru WI-FI

Wi-Fi — 3710 He BHJ iepeiaun JaHHBIX, HE TEXHOJOTHS, a BCETO JIHIIbL OpeH 1, Mapka. Eie B
1991 rony Hunepnanackas kommnanus 3apeructpuponana opens « WECA», uto 0603Hauano
cnoBocouetanne «Wireless Fidelity», KoTopblif mepeBoANTCS KakK «OeCIpOBOIHAS TOYHOCTH Y.
Jlo Hariero BpeMeHH JIo1uIa Apyras ab0OpeBrarypa, KoTopas sSBIsSETCS TaKOW e TeXHOJIOTHE.
Orto ab6peBuarypa «Wi-Fi». Takoe Ha3BaHue OBUIO TaHO C HAMEKOM Ha CTaHIAPT BBICIICH
3BykoBo# TexHuku Hi-Fi, uTo B mepeBo/ie 03HaYaeT «BHICOKASI TOUHOCTHY.

Ja, GecruiaTHbIM HHTEPHET-IO0CTYI B Kade, OTENsAX U adpoIopTax sABISETCS OTIMUHOM
BO3MOXKHOCTBIO BBIXOJIa B UHTepHET. HO MHOTHE SKCIIEPTHI CUUTAIOT, YTO 00IIen0CTymHbIe Wi-
Fi cetu He saBisitoTCs O€30TM1aCHBIMHU.

CoBeTbI 110 0€30MACHOCTH PA0OTHI B 001IEAOCTYMHBIX ceTsax Wi-fi:

1. He nmepenasaii cBoro nuunyro uHbopmalmio yepes odmenoctynusie Wi-Fi cetn. Paboras B
HUX, KeJlaTeIbHO HE BBOJUTH MApOJIU JOCTYIIA, JJIOTHHBI U KaKWe-TO HOMEepa;

2. Ucnonb3yit 1 0OHOBISAN aHTUBHPYCHBIE IPOrpaMMBbI U Opanamayep. TeM caMbIM Thl
o0e3onacuiib ceds 0T 3aKaYKU BHpYyCa Ha TBOE YCTPOICTBO;

3. IIpu ucnonp3oBanuu Wi-Fi otkimroun ¢pyHkiuo «OO0mmit 1ocTyn K (aityiaM U IpuHTEpam».
JlanHast QyHKIHMS 3aKphITa 10 YMOIYaHUIO, OJJHAKO HEKOTOPHIE MOIH30BATENIN aKTUBUPYIOT €€
1Sl ynoOCTBa MCTIOJIb30BaHUs B paboTe WiH ydeoe;



4. He ucnons3yii my6nuunsiii WI-FI mis nepenaun TUYHBIX JaHHBIX, HAIPUMED AJIS BBIXO/A B
COLIMAJIbHBIE CETH WU B 3JIEKTPOHHYIO MOYTY;

5. Wcnionp3yii Toapko 3amuinenHoe coeaunenue yepes HTTPS, a ne HTTP, T.e. npu Habope
BeO-aapeca BBOAM UMEHHO «https://»;

6. B moOunpHOM Tenedone otkiaoun ¢pyHkuuto «llonkmoyenne k Wi-Fi aBromatnuecku». He
JIOITyCcKail aBTOMAaTUYEeCKOT0 MOAKII0YeHHs ycTpoiicTBa Kk ceTssiM Wi-Fi 0e3 TBoero cornacus.
ConmnanbHble ceTH

ConmasnbHble CeTH aKTUBHO BXOJIAT B HAIIly KU3Hb, MHOTHE JIIOAM Pa0OTAIOT U KHUBYT TaM
MOCTOsIHHO, a B Facebook yxe 3apeructpupoBan MUUIHApA YEIOBEK, YTO SBIISETCS OJJHOM
CeIbMOM Bcex XKHTelel rianeTbl. MHOTHE MOJIb30BaTeNM HE TOHUMAIOT, YTO HH(pOpMaLus,
pa3MeleHHast UMH B COIIMAJIbHBIX CETSIX, MOXKET ObITh HaliJleHa U UCII0JIb30BaHa KEM YTOJIHO, B
TOM YHCJI€ HE 0053aTeNIbHO ¢ O1aruMHU HaMEepPEHHUSIMHU.

OcHoBHbIE COBEeTHI 10 0€30I1ACHOCTH B COLUATBHBIX CeTAX:

1. Orpanunyb crucok apy3eil. Y 1e0s B Ipy3bsiX HE TOJIKHO ObITh CIIy4alHBIX U HE3HAKOMBIX
IO JIEH;

2. 3ammmail cBolo YacTHYIO >ku3Hb. He yka3piBail mapoinu, TenedoHsl, aapeca, 1aTy TBOETO
POXKIEHUS U JPYTYIO JUUHYIO0 HHPOPMALHIO. 3JI0YMBIIIJIEHHUKHA MOTYT MCIIOJIb30BATh J1aXkKe
MH(POPMAIIHIO O TOM, KaK Thl M TBOM POAMTEIH IUTAHUPYETE MPOBECTU KAaHUKYJIBI;

3. 3amuimai CBOI PeImyTaIuio — JIEPXKHU €€ B YHUCTOTE U 3aJ1aBaii ce0e BOIPOC: XOTeJ ObI ThHI,
YTOOBI IpyTHe MOJIb30BaTENIN BUICIH, YTO ThI 3arpyskaeib? Ilogymaii, nmpexe 4eM 4To-To
oIy0JIMKOBaTh, HAIICATh U 3arpy3UTh;

4. Ecau Tbl TOBOPHILB C JIFOJBMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE PEAJIBHOE UMSI U
JPYTyI0 JUYHYIO0 HHPOPMALUU: UMsI, MECTO JKUTEIbCTBA, MECTO Y4eObl U ITPOYEE;

5. U36eraii pazmemienus pororpaduii B UnTepHeTe, T11e Th N1300pakeH Ha MECTHOCTH, 110
KOTOPOU MO>KHO OIIPENEIUTh TBOE MECTOIIOJIOKEHHUE;

6. Ilpu peructpanuy B COUAIBHOM CETH HEOOXOUMO HCIIOJIb30BaTh CJIOXKHbIE MAPOJIH,
cocroslye u3 OykB U LU U C KOJMYECTBOM 3HAKOB HE MEHee §;

7. Jlyid cOLMaIbHOM CETH, MOYTHI U IPYIUX CAaTOB HEOOXOIMMO HUCIIONIb30BaTh Pa3HbIE TApPOJIH.
Torna eciu Te6s1 B3110MatOT, TO 3110YMBILIUIEHHUKH [10JIy4aT JOCTYII TOJIBKO K OZTHOMY MECTY, a
HE BO BCE Cpasy.

JJIeKTPOHHBbIE 1eHbI'H

DNEKTPOHHBIE JEHBI'H — 3TO OUEHb YOOHBIN CIIOCO0 MIaTeXEeH, 0OTHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.

DNEeKTPOHHBIE JEHBI'H MOSIBUIMCH COBCEM HEJABHO U IMEHHO M3-3a 3TOT0 BO MHOTHUX
rocyapcTBax 10 CUX IOp HE IPONHUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHr (yHKIIMOHMPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, IJI€ UX Pa3/IeisaioT Ha
HECKOJIbKO BUJIOB — AHOHUMHbBIE U HE aHOHUMHBIE. Pa3HuIa B TOM, 4YTO aHOHUMHBIE — 3TO TE€,
B KOTOPBIX pa3pelniaeTcsi MpoBOIUTH ONlepalnn 6e3 uieHTU(UKaUY 0JIb30BaTesl, a B
HEaHOHUMHBIX UICHTHU(HUKAINS [T0JIB30BATEINS ABISETCA 0053aTEIbHOM.

Takxe crneayeT pa3nuyath JIEKTPOHHbBIE (PUATHBIE ACHBIU (PaBHBI FOCY/1apCTBEHHBIM BaJIlOTaM)
U JICKTPOHHbIE He(UATHBIEC JICHBI'H (HE paBHBI TOCYAAPCTBEHHBIM BAIIOTAM).

OcHoBHBIE COBETHI 110 0€30MacCHOI paboTe € INEKTPOHHBIMU AEHbIAMHU:

1. IlpuBsixku K cyeTy MOOUIIBHBIN TenedoH. ITo caMblil yAIOOHBII U OBICTPBIN CIOCOO
BOCCTAHOBUTD JIOCTYII K cueTy. [IpuBsizannblii TenedoH MOMOXKET, €CIIH 3a0yeIb CBOM
IIJIATEKHBIN [TapOJIb WU 3al/ICIIb HA CAalT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonw3yit omHOpasoBbie mapoiu. [locie mepexoa Ha YyCUIICHHYIO aBTOPU3AIUIO TeOe yiKe
He OyJeT yrpoXkaTh OMacHOCTh KPaXXH WIIHM MEpexBaTa IIaTeKHOTO Mapois;

3. BeiGepu ciioxHbIi maposib. [IpectynmHukam OyeT He MPOCTO yraaaTh CJI0KHBIN apoJib.
HanexxHble mapoiau — 3T0 napoJiu, KOTOPbIE COJIEPKaT HE MEHEE 8 3HAKOB U BKJIIOYAIOT B €05l



CTPOYHBIE U MPOIMHUCHBIE OYKBBI, TUPPHI U HECKOJILKO CUMBOJIOB, TAKHE KaK 3HAK J0JUIapa,
¢ yHTa, BOCKJIHIIATEIbHBIN 3HAK U T.11. Hampuwmep, $tROng!;;
4. He BBO/IM CBOM JIMYHBIC JJAHHBIE HA caliTaX, KOTOPbIM HE JOBEPSCILIb.

JJIeKTPOHHASA MOYTA

DNEKTPOHHAs IOYTa — 3TO TEXHOJIOTHUS U NPEAOCTABIISIEMBIE €10 YCIYIH 110 EPECHUIKE U
MOJIYYEHUIO AJIEKTPOHHBIX COOOIICHH, KOTOPBIE PACIPEICNISIIOTCS B KOMITBIOTEPHOM CETH.
OOBIYHO AIICKTPOHHBIN MOYTOBBIN SIIUK BBITIISIUT CISAYIOIIHM 00pa3oM:
YMs_TIOJIb30BATENSI(@UMS_JToMeHa. Takxke KpoMme rnepefadn IpocToro TeKCTa, HMEeTCs
BO3MOXHOCTb IIepeaBaTh (hanbl.

OcHOBHBIE COBETHI 10 0e30MaCHOI padoTe C JIEKTPOHHOM MOYTOM:

1. Hago BbIOpaTh npaBuiibHBINA NOYTOBBIN cepBUC. B HHTEpHETE €CTh OIrpOMHBIN BBIOOP
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIYUIIIe JOBEPATH TEM, KOTO 3HACIIIb U KTO MEPBBIN B
pEUTHHTE;

2. He yka3piBail B Tu4HON nouTe TU4HYI0 nHMopmanuoo. Hampumep, mydie BpIOpaTh
«MY3bIKaIbHBIN _(paHaT@» miu «pok2013» BmecTo «temal3;

3. Ucnonb3yi ABYXATAMIHYIO aBTOPU3ALIMI0. DTO KOT1a IOMUMO NapoJisl HYy>)KHO BBOAUTH KO/,
npucbuIaeMblil o SMS;

4. Beibepu CIOKHBIN Mapoiib. J{71s KaXI0ro MOYTOBOTO SIINKA JOKEH OBITh CBOM HACKHBIH,
YCTOWYUBBIN K B3JIOMY IIapOJIb;

5. Eciii ecTh BO3MOKHOCTB HAIllUCATh CAMOMY CBOM JIMUHBIN BOIIPOC, UCIIOIB3YH 3Ty
BO3MOXHOCTB;

6. Mcnonb3yil HECKOJIBKO MOUYTOBBIX AMIKUKOB. [IepBbiii /1s1 4aCTHON NMEPENUCKH C aapecaTamu,
KOTOPBIM ThI IOBEPSIEHIb. DTO AJIEKTPOHHBIN aIpeC HE HAJ0 UCIIOJIb30BATh IPU PETUCTPALIUU HA
dopymax u caifrax;

7. He oTkpbIBait (haliiiel U Ipyrue BIOKEHHSI B TUChMaX, /1ayke €CJIM OHU MPHUIILIA OT TBOUX
npysei. Jlydie yTouHu y HUX, OTIIPABIISUIH JTH OHU TeOe 3TH (haiiibr;

8. Ilocie okoHuaHus pabOThI HA TOYTOBOM CEPBHCE MEPEJT 3aKPHITHEM BKIJIAJIKH C CAaliTOM HE
3a0y1b HaXKATh HA «BBIATHY.

KubepOy1siMHI WiIn BUPTyaJIbHOE U3/1€BaTeIbCTBO

KuOepOynnuHr — npecieoBaHue COOOIIEHUSIMHU, COAEPKAIMMU OCKOPOJIEHHUS, arPECCHIO,
3aIyruBaHue; XyJIUTaHCTBO; COLIMAIbHOE OOMKOTHPOBAHUE C TOMOIIBIO PA3JINYHBIX HHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI 0 00pbLOe ¢ KHOEPOYJIJIMHIOM:

1. He Gpocaiics B 60ii. JIyumnii cioco0: TOCOBETOBATHCS Kak ceOsi BECTH U, €CJIA HET TOr0, K
KOMY MOKHO 00paTUTbCA, TO BHaYaje yCloKouThes. Eciin Thl HaYHeIb OTBeYaTh
OCKOPOJICHUSIMU HAa OCKOPOJICHUS, TO TOJIBKO elle OOJIbINe pa30oXiKellb KOH(IUKT;

2. Ynpansii cBoel kubeppemnyraimei;

3. AHOHMUMHOCTH B ceT MHIMasA. CyIecTBYIOT CITIOCOOBI BBISICHUTD, KTO CTOUT 38 aHOHUMHBIM
aKKayHTOM;

4. He cTouT BeCcTH XyJUTraHCKUI 00pa3 BUPTyalbHOU KU3HU. IHTEpHET puKcHupyeT BCe TBOU
JeMCTBUS M COXpaHsAeT UX. Y AaMUTh UX OyAeT KpaiiHe 3aTpyIHUTEIBHO;

5. ColOmtoait CBOIO BUPTYAJIbHYIO Y€CTh CMOJIONY;

6. Urnopupyii eauHn4HbIN HeratuB. OJHOpPa30Bble OCKOPOUTEIbHbBIE COOOILIECHNS JTyUllle
UrHopupoBaTb. OOBIYHO arpeccust MPeKpaIlaeTcs Ha Ha4YaJIbHOW CTalny;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHUSIMH, B COITMAIBHBIX CETSIX
€CTh BO3MOYKHOCTb OJIOKHPOBKH OTIPABKH COOOILEHUH € ONpENesICHHbIX aJpECOB;

8. Ecnu ThI cBUETENb KNOCpOy/UMHTa. TBOM AEHUCTBUS: BRICTYIIHTH IPOTHUB MIPECIEI0BATENS,
[0Ka3aTh €My, UTO €ro JeHCTBUS OLIEHUBAIOTCSI HETATUBHO, MOJAEPKATh )KEPTBY, KOTOPOI



HYXHAa IICUXOJOTNYCCKas IMOMOIIb, COO6IJ_II/ITB B3pPOCJIBIM O (baKTe arp€CCUBHOTO IMMOBCACHHUA B
CCTH.

MoOunabHbIi Teae(oH

CoBpeMeHHbIe cMapT(OHBI U IUTAHLIETHI COJEpKaT B ceOe BIOJIHE B3pOCIbIN (PYHKIIMOHAM, U
TeNnepb OHU MOT'YT KOHKYPUPOBATh CO CTAllMOHAPHBIMU KoMIIbloTepamMu. OHaKO, CPEACTB
3aLUTHI U1 TOJOOHBIX YCTPOMCTB MOKA OYEHb Maslo. TeCTUpOBaHUE U OUCK YA3BUMOCTEH B
HUX IIPOUCXOJUT HE TaK MHTEHCUBHO, Kak s 1K, To jxe camoe kacaeTcs 1 MOOMIIBHBIX
MPUITOKEHUMN.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPAaKTUUECKH IOTHAIU HACTOJIbHBIE aHAJIOTH, OHAKO
pacupenye GyHKIHOHAJA BII€YET 32 COO0M OOJIBIIYIO CIOKHOCTh ¥ MEHBILYIO 3aIUIIEHHOCTb.
Jlaneko He BCe MPOU3BOIUTEINN BHITYCKAIOT OOHOBIICHHS, 3aKPHIBAIOIINE KPUTHUECKUE
YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHoBHbBIE cOBeThI 1JIs1 0€30I1aCHOCTH MOOMJILHOIO TesledoHna:

Huuero He sBnsieTcs no-HacTosiieMy O6ecriaTHbIM. byb ocTopoxeH, Beib Korja rede
MpeJIaraloT OeCIUIaTHIM KOHTEHT, B HEM MOTYT OBITh CKPBIThI KAKUE-TO IUIATHBIE YCIYTH;
Hymaii, npexe ueM otnpaButh SMS, ¢poto niau Buaeo. Thl TOUHO 3HaeIb, I1ie OHU OYAYT B
KOHEYHOM HUTOre?

Heo6x011M0 0OHOBIISATE ONEPALMOHHYIO CUCTEMY TBOETO cMapT(doHa;

Hcnonp3yit aHTUBHPYCHBIE IPOTPAMMBI JJIs1 MOOMJIBHBIX TEJIE(POHOB;

He 3arpy»xaii npuio>keHus1 OT HEU3BECTHOIO UCTOYHUKA, BEIb OHU MOT'YT COAEP/KATh
BpPEJOHOCHOE IIPOrpaMMHOE 00€CIIEUEHUE;

Iocse Toro Kak Thl BEIMIEIIb C caiiTa, I71e BBOAWI JIMYHYIO HHPOPMALIUIO, 32l B HACTPOUKHU
Opay3epa u yaanu cookies;

[lepuoanuecku npoBepsiii, KAKUE IUIATHBIE YCIYTH aKTUBUPOBaHbI HA TBOEM HOMEPE;

JaBaii cBoif HOMep MOOUJILHOTO Tele(OoHa TOIBKO JOSM, KOTOPBIX Thl 3HACIIb U KOMY
JOBEPSECIID;

Bluetooth momken ObITh BBIKITIOUEH, KOT/Ia Tl KM HE MOJb3yenibesi. He 3a0p1Bail nHOT 1A
IIPOBEPSATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIaH-UTPbl — 3TO KPAaCOYHbIE, 3aXBaThIBAIOIINE Pa3BICUCHMUS,
00BEANHSIONINE COTHU THICAY YETIOBEK MO BceMy MUpy. Urpoku uccineayoT JaHHbIH UM MHUP,
oOLIAl0TCS IPYT C APYTOM, BBIIIOJIHSAIOT 3a/1aHUS, CPAYKAIOTCS C MOHCTPAMHU U MOJIy4atOT OIBIT.
3a yIOBOJICTBUE OHHU IUIATAT: MOKYMAIOT IUCK, OTIAYMBAIOT A0OHEMEHT WM MPUOOpETatoT
Kakue-To onuuu.Bee 3Ty cpencTBa uAyT Ha MOAJIEpPKaHUE U PA3BUTHUE UTPHI, & TAKXKE HA caMy
0€30MacHOCTh: COBEPILICHCTBYIOTCS] CHCTEMbI aBTOPU3AIINH, BBITYCKAIOTCS HOBBIE MaTUU
(umpoBbIe 3amIaTKu

JUTSI IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEpBEPOB. B MOAOOHBIX UTpax CTOUT OMAacaThCs HE
CTOJIbKO CBOUX COINEPHHUKOB, CKOJIBKO KPayKU TBOETO

MapoJisi, Ha KOTOPOM OCHOBAaHA CUCTEMa aBTOPU3AINH OOJBIITMHCTBA UTP.

OcHoBHbBIE COBeThI 0 0€30IIACHOCTH TBOET'0 HTPOBOI0 AKKAYHTA:

1. Ecnin ipyroii urpok BeaeT cedst MI0X0 UITH co3aeT Te0e HeMPUATHOCTH, 3a0JI0KUpPYH ero B
CIIUCKE UTPOKOB;

2. Iloxkanylicsa aiMMHUCTPATOPAM UTPhI HA IJI0X0E MOBEAEHUE 3TOI0 UTPOKA, JKEJIATEIBHO
MPWIOKUTH KaKHE-TO I0KA3aTeIbCTBA B BUJI€ CKPUHOB;

3. He yka3piBaii muuHy1o HHPOpMALUIO B Ipodaiisie Urpsr,

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycTanaBnuBaii HEOPUIMAIBHBIC TATYH U MOJIBI;

6. Mcnonb3yii cliokKHBIE U pa3HbIC MAPOJIH;



7. Jaxxe BO BpeMst UTPBI HE CTOMT OTKIJIIOYAaTh aHTHBUpYC. [10Ka ThI UTpaelib, TBOW KOMITBIOTED
MOT'YT 3apa3HTh.

@OUIIUHT U Kpazka JIMIHBIX JaHHbIX

OOBIYHOM Kpaskel JeHeT U JOKYMEHTOB CEroJHs YK€ HUKOI0 HE YIUBUIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 3JI0YMBILUIEHHUKH IIEPEMECTHIINCH B UHTEPHET, U MIPOJOJIKAIOT
3aHUMATBHCA WTIOOUMBIMY IETIOM.

Tak nosiBui1ach HOBasi yrpo3a: HHTEpHET-MOUIEHHUYECTBA WK (PUIIMHT, TJIaBHAs LeJIb KOTOPOTro
COCTOMT B MOJIy4€HUU KOH(GUICHIIMATBHBIX JaHHBIX MOJb30BaTENIe — JOTHHOB U napoJeil. Ha
aHTIUHCKOM s3bIke phishing unTaeTcs kak ¢pummHr (0T fishing — priOHas 0B, password —
1apoJIb).

OcHoBHbBIE cOBeTHI 10 00pb0e ¢ PUIINHIOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl MOJ103peBaeliib, 4TO TBOSI aHKETa ObLIa B3JIOMaHa, TO
HE00X0UMO 3a0JIOKUPOBATH €€ U COOOUTUTH AIMUHUCTPATOPaM pecypca 00 ITOM Kak MOKHO
cKopee;

2. Ucnonp3yit 6e3omacHble BeO-CalThl, B TOM YHCIIE, UHTEPHET-Mara3uHOB U MOMCKOBBIX CUCTEM;
3. Ucnone3yit cinoxHbIe U pa3Hble napoiu. Takum oOpa3oM, eciau Teds B3JIIOMakoT, TO
3JI0YMBIIUIEHHUKH MOJIYYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY NMPOQUIIIO B CETH, a HE KO BCEM;
4. Ecniu Te6s1 B3110MaJId, TO HEOOXOAMMO MPETYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE
n00aBJICHBI y T€OS B IPY3bSIX, O TOM, YTO T€OS B3JIOMAJIA U, BO3MOXHO, OT TBOETO UMEHU OYyIeT
pacchlUIaThCs CIIaM U CCbUIKM Ha (DUIITMHIOBBIE CANTHI;

5. YcranoBu HaznexHbli napoib (PIN) Ha MoOUIbHBINM TeneoH;

6. OTKIII0YM COXpaHEHUE Mapoisi B Opaysepe;

7. He oTkpsbiBail (aiiniel U Apyrue BIOKEHUS B MUCbMaX, J1a)Ke €CJIM OHU MPUIIUIH OT TBOUX
npys3eil. JIydine yTouHu y HUX, OTHPABIISUIN JIU OHU TeOe 3TH (paitibl.

udposas penyranus

udposas penyranus — 3TO HETraTUBHAS WM MO3UTHBHAS MHPOPMALIUS B CETH O TeOe.
Kommpomerupytomias napopmaius, pa3MenieHHasi B MHTEpHETE, MOKET CEpbe3HbIM 00pa3om
OTpa3UThCS Ha TBOEH peanbHOM xu3HU. «LludpoBas pemyranus» — 3T0 TBOM UMUK, KOTOPBIN
dbopmupyercst u3 nHpopMaluu o Tede B UHTEPHETE.

TBoe MecTo KUTETbCTBA, y4eObl, TBOE (PMHAHCOBOE IOJIOKEHUE, 0COOCHHOCTH XapaKTepa U
pacckasbl 0 OJIM3KUX — BCE ATO HAKAIUIMBAETCS B CeTU.MHOTHE MOAPOCTKH JIETKOMBICIIEHHO
OTHOCATCS K IMyOJIUKaIy JTHYHON nH(popManuu B IHTepHEeTE, HE MOHUMAsi BO3MOKHBIX
nocneacTBUi. Thl Jaxke HE CMOKEIIb TOTaAaThes O TOM, UTo poTorpadusi, pa3MelieHHas 5 et
Ha3aj, cTajla MPUYMHON OTKa3a MPHUHATH Te0s Ha paboTy. KoMMeHTapum, pasmMeneHne TBOux
¢dotorpaduii u gpyrue 1elcTBUS MOTYT HE UCUE3HYTH JIaXKe TOCJE TOTO, KaK Thl UX YAAIUIIIb.
Tol HE 3HACIIb, KTO COXPAaHWI ATy HH(POPMAIIHIO, TIOTIAIa JIH OHA B IOUCKOBBIE CHCTEMBI H
COXpaHWJIACh JIM OHA, a TJIaBHOE: YTO MOJyMAIoT O Tebe

OKpY’KaroIllue JI0AH1, KOTOpble HAaWAYT U yBUAAT 3T0. HaliT nHdopMaryo MHOTO JEeT CIyCTsI
CMOXeT 110001 — Kak u3 J0OpBIX MOOYKICHUH, TaK U C HAMEPEHUEM ITPUYUHUTE Bpel. DTO
MOXET OBITh KTO YTOJIHO.

OcHOBHBIE COBETHI 10 3a1MTe HM(POBOH penyTallUN:

1. [lonymaii, npexJie 4em 4To-To MyOIMKOBaTh U NepenaBaTh y ce0s B 6J10re WK B COLIMATIBHOM
CeTH;

2. B HacTpoiikax nmpo¢uisi ycTaHOBU OTPAHUYEHUS HA POCMOTP TBOETO MPO(HIIS U ero
COJIEP>)KUMOT0, CIIEail €ro TOJIBKO «JIs JpY3ei»;

3. He pa3smernaii u He yka3piBaii HHPOPMAIIHIO, KOTOPAas MOXKET KOTO-THO0 OCKOPOJISATH WK
OOMKaTh.



ABTOpCKOE NPaBo

CoBpeMeHHbIE IITIKOJIbBHIUKN — aKTHUBHBIE TI0JIb30BaTeNu U(PpoBoro mpoctpancTsa. OqHAKO
JlaJIeKO He BCE 3HAIOT, YTO MOJIb30BAHNE MHOIMMHU BO3MOXXHOCTAMHU IIM(PPOBOro Mupa Tpedyer
coOJII0ICHMSI TTPaB Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTD.

TepMmuH «MHTEIUIEKTYyanbHasi COOCTBEHHOCTH» OTHOCUTCS K PAa3JIMYHBIM TBOPEHUSIM
YeJI0BEYECKOr0 yMa, HAYMHAs C HOBBIX N300pEeTEeHHI 1 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTD
Ha MPOAYKTHI U YCIYTH, ¥ 3aKaHYMBasi KHUTaMu, GororpadusiMu, KHHOPHUIBMaMH U
MY3bIKaJIbHBIMU IIPOU3BCACHUAMU.

ABTOpCKHE ITpaBa — 3TO MpaBa Ha UHTEJUICKTYaIbHYI0 COOCTBEHHOCTh Ha IPOM3BEICHUS HAYKH,
JUTCPATYpPhI U UCKYCCTBA. ABTOpCKI/Ie IMpaBa BBICTYIIAIOT B KAYECCTBC rapaHTUH TOr'0, 4YTO
MHTEJUIEKTYaJIbHBII/TBOPUECKUI TPy aBTOpa HEe OYyAET HalpacHbIM, JJaCT €My CIIpaBeIIUBbIC
BO3MO)KHOCTH 3apa00oTaTh Ha Pe3yJabTaTax CBOETO TPYJa, HOIYYUTh U3BECTHOCTh U MIPU3HAHUE.
Huxkro 6e3 pa3pelieHus aBTopa He MOXET BOCIIPOU3BOIUTh €T0 IPOU3BECHNUE,
pacupoCTpaHATh,IyOJIMYHO JEMOHCTPUPOBATh, IPOJaBaTh, UMIIOPTUPOBATH, TyCKAaTh B POKaT,
yOJIMYHO MCTIONHATH, TOKAa3bIBATh/UCTIONHATE B 3upe nin pasmemaTts B IHTepHeTE.
Hcnionp30BaHme «ITMPATCKOT0» MPOrpaMMHOTO 00ECTICUEHHSI MOXKET IPHUBECTH K MHOTUM
pHUCKaM: OT IOTEPH JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKHU TBOETO YCTPOWCTBA, I/1e
yCTaHOBJICHA HelleranbHast mporpamMma. He cTout Taxske 3a0bIBaTh, 4TO CYIIECTBYIOT JICTaJIbHbIC
u OecIutaTHbIE MPOTrPaMMBbl, KOTOPBIE MOYKHO HAWTH B CETH.



